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Key takeaways 
Enterprises see a significant shift from on-premises security towards cloud security when 

they access SaaS applications. On-premises security will never go away, but with fewer 

guarantees for direct inspection (e.g., IoT devices), it is important for the complete 

environment to be secured through comprehensive, real-time inspection.  

Overview, definitions, and motivations  
Cloud security implements traditional and advanced security services for branches, 

clients, and cloud workloads. It does this while maintaining most of the processing in the 

cloud and as a service. Security in the cloud as-a-service provides the advantage of scale 

and allows for intelligence sourcing across multiple customers.  

Cloud security is the practice of securing and protecting cloud environments through the 

deployment and management of technologies and operational standards. It considers the 

requirements of networking, applications, storage, and data when defining and 

implementing the processes that ensure security across an online infrastructure.  

Ownership of individual components of a cloud security solution varies, which can 

complicate holistic visibility and ongoing policy management.  

Distinct audiences bring differing opinions and perspectives on what defines the cloud 

and how models are organized. The following definitions from the U.S. Department of 

Commerce National Institute of Standards and Technology (NIST) describe fundamental 

terms that will be used in this paper.  

• Cloud: NIST defines cloud computing as “a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of configurable 

computing services (examples include networks, servers, storage, applications, 

and services) that can be rapidly deployed with minimal IT operations”. Essential 

characteristics include on-demand self-service, broad network access, resource 

pooling, rapid elasticity, and measured service.  

• Public cloud: A deployment model where third-party providers offer 

infrastructure as-a-service over the public web (Internet), making them available 

to anyone who wants to use or purchase them. They may be free or sold on-

demand, allowing customers to pay only per usage for the CPU cycles, memory, 

storage, or bandwidth they consume. Hardware and software resources reside 

on the provider’s premises and are accessed over the public Internet. Public 

cloud is a multi-tenant environment where each cloud tenant’s allocated 

resources are logically isolated from the other tenants. Popular public cloud 

providers include Amazon Web Services, Microsoft Azure, Google Cloud, and 

Alibaba Cloud. 

• Private cloud: A private cloud infrastructure is designated for use by a single 

enterprise or entity but is not necessarily owned or managed by that group. It 

may be located either on or off-premises. Private clouds can also be accessed 

over the public Internet using VPN technology to segregate traffic and prevent 

tampering. Enterprise IT is responsible for all the management, operations, 

maintenance, and updates in the private cloud infrastructure.  

• Hybrid cloud: The hybrid cloud model uses a mix of on-premises, public cloud, 

and private environments for a single enterprise, unifying them under a standard 

set of practices such as management, workload mobility, or security policy. A 

hybrid cloud approach could involve a public cloud environment and a private 

cloud environment.  

• Multi-cloud: A multi-cloud model uses clouds from more than one cloud 

provider. A multi-cloud approach could involve two or more public cloud 

CHECKLIST: BEST WAYS TO IMPLEMENT 

CLOUD SECURITY 

• Align the security model with 

corporate compliance mandates and 

business goals. A combination of 

policy, process, technology, and 

culture are required for success.  

• Inventory, understand and categorize 

corporate assets. If a business does 

not know its assets, it cannot 

understand its value or put controls 

to protect them.  

• Cloud data requires enhanced use of 

encryption solutions – at rest, in 

motion, and in use. Understand 

each’s implications and how they 

work together to deliver end-to-end 

privacy.  

• Monitoring and logging solutions 

provide visibility into the security 

ecosystem, feeding tools and 

processes that watch for abnormal 

behavior, detect ongoing incursions, 

and document events for after-action 

analysis and audit mandates.  

• Cloud-delivered security services 

include secure web gateway (SWG), 

cloud access security broker (CASB), 

data loss prevention (DLP), 

sandboxing, and more. 
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environments or two or more private cloud environments. The main benefit of 

multi-cloud is its high availability; if one cloud goes down, an enterprise can still 

be up and running with connectivity to the other cloud infrastructure.  

• Cloud security: Security must be a core concern of modern, cloud-focused 

businesses. Traditional security practices are no longer sufficient as IT resources 

shift to the cloud. Business-critical data lives outside of the corporate perimeter, 

beyond the bounds of guaranteed physical and technical control. Cloud-centric 

models increase the distance between individual components and the velocity 

with which the environment scales. The complex web of connectivity between 

users, applications, and data offers a rich landscape for intrusion and 

exploitation. Understanding and monitoring corporate and governmental 

compliance mandates are no longer possible with internal skillsets. Ensuring 

business continuity remains a primary IT responsibility regardless of the location 

of systems and control of services. 

 

Figure 1: Cloud service types 

Cloud services and environments  
Cloud providers tailor their services and offer models to meet businesses’ demands from 

all verticals. Solutions range from basic bare metal hosting that simply provides 

foundational hardware up through integrated turnkey offerings which eliminate most 

traditional IT tasks. Each draws distinct ownership lines and responsibility for networking, 

compute, virtualization, security, storage, and data. Some of the most common service-

based models are described in the following list.  

• Infrastructure-as-a-service: An IaaS provider offers access to fundamental 

infrastructure—hardware, connectivity, and core cloud services—creating a 

foundational platform on which to build. It eliminates the burden of managing 

physical hardware and maintaining a data center facility. While the service 

provider retains direct control of the underlying cloud infrastructure, the 

consumer can be granted access to specific components through APIs or other 

processes. Customers must implement and manage their own operating 
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systems, networking, services, storage, user administration, and applications. 

IaaS offerings include Amazon Web Services and Microsoft Azure.  

• Software-as-a-service: SaaS means a specific software application hosted within 

the service provider’s environment. Instead of purchasing and installing an off-

the-shelf product or developing a solution in-house, the customer subscribes to 

the service, and the provider takes responsibility for everything from the 

hardware through the application. This places the burden of tasks such as OS 

patching, software upgrades, and data backup on the SaaS provider. SaaS 

applications may have their own user administration tools or connect to a 

corporation’s centralized directory system. Common examples are Salesforce and 

Microsoft 365.  

• Platform-as-a-service: PaaS provides an environment for customers to develop 

and/ or host applications of their choice. These resources such as applications 

are built on top of the operating system and development environment from the 

provider, with the client managing end-user connectivity (e.g., networking, user 

access) and workflow components (e.g., applications, data). The lines between 

PaaS and other as-a-service models are not hard and fast; solutions in this space 

often bridge the gaps and cross into adjacent areas such as offerings from 

ServiceNow and Google Cloud Platform.  

• Other models: Additional as-a-service models address market-specific segments 

of control, functionality, and operation—including bare-metal-as-a-service, 

function-as-a-service, data-as-a-service, and disaster-recovery-as-a-service.  

Shared responsibility model  
Unlike traditional corporate data center management, cloud environments offer an 

opportunity for IT to offload a significant amount of technical and operational functions to 

the provider. Where before it may have only been possible to outsource physical security 

or hardware replacement, as-a-service models allow the responsibility for almost any 

element to be delegated to a service provider.  

Central to the success of this model is a clear definition of the ownership, processes, and 

communication associated with the service. In this shared responsibility model, each 

party has specific obligations they must fulfill. Roles and responsibilities vary based on 

customer, provider, and model—the only constant is clear communication and consistent 

oversight of the service lifecycle.  

 

Figure 2: Shared responsibility model 
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Cloud security implementation  
Similar to on-premises security, cloud 

security forms from a layered technology, 

process, and policy approach. Unlike that 

model, the notion of a progression inward 

from the perimeter must be adjusted as 

there is no single boundary from which to 

begin. Instead, the cloud security layers 

overlap, forming a self-reinforcing circle 

around the infrastructure rather than a 

protective outside-in shell. For an 

enterprise business goal, the security 

principles apply anywhere and should be 

consistent regardless of what is being 

protected: Users, devices, data, or 

applications.  

 

Authentication and access control (first layer)  

What is access control? 

Identity, authentication, and access management systems are responsible for properly 

identifying users, matching them to a proper set of resources, and controlling access 

based on corporate policy. These solutions bring together a variety of individual 

components to allow proper users access while either restricting access to those who fall 

outside of specific permissions or preventing it entirely for unauthorized attempts.  

How is access control implemented?  

Authentication is the first step of this process and takes the same approach as for on-

premises solutions. User credentials are submitted and verified with varying sets of 

requirements and validations. A username/password combination is the most common 

authentication process but remains significantly insecure. The importance of multi-factor 

solutions is increased for cloud services due to increased exposure to threats outside of 

the corporate environment. Smart tokens, user certificates, and one-time validation codes 

are common examples used to enhance security when connecting across the Internet. 

Single sign-on solutions also enhance security by allowing the user to strongly 

authenticate to a single, central source responsible for confirming user details to 

individual federated services.  

After confirming a user’s identity, access control matches their profile against a set of 

resources to permit or deny access. The system’s granularity depends on the application; 

it could take a hard deny/permit approach—such as permitting full access to a financial 

application—or apply more granular controls by allowing viewing but not editing of router 

configurations.  

 

Figure 4: Identity and access management  

Figure 3: Circular security layered approach 
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Why is access control required?  

Authentication and access controls allow the enforcement of IT policy and can help 

establish a Zero Trust model that aligns with effective cloud security principles. Modern 

applications are built with the expectations of user and group roles and responsibilities. 

Authentication, authorization, and accounting (AAA) systems and identity and access 

management (IAM) systems are the engine that powers that control.  

User behavior analytics and logging/reporting (second layer)  

What is user and entity behavior analytics?  

User entity behavior analytics (UEBA) practices create a baseline of expected behaviors 

and practices of individual users or other entities (e.g., machines), then use analytical 

systems to identify deviations and anomalies from these standards. The goal is to 

discover potential threats and ongoing security incursions. Rather than identifying known 

issues or matching existing patterns, UEBA highlights the unexpected to allow for closer 

review.  

 

 

Figure 5: Threat landscape that UEBA addresses 

How is UEBA performed?  

A UEBA system will build its baseline from data collected throughout the corporate 

environment. Training data is not collected and processed in real-time from live networks; 

it is imported from infrastructure components, security information and event 

management (SIEM) systems, log servers, and other data repositories. This full set of data 

is then integrated into a singular view of standard environmental behavior. As new 

information is processed by UEBA, AI analytics and statistical models evaluate its 

conformance to expected patterns. Based on standard thresholds and IT-defined criteria 

of interest, traffic is flagged, and alerts are created for manual evaluation. Depending on 

system capabilities and preferred best practices, traffic may be immediately blocked, 

quarantined, or permitted to flow pending review.  

Why is UEBA important?  

The threat landscape continuously evolves and expands. No single threat matrix or set of 

policies will protect against emerging threats. UEBA reduces the time required to identify 

and respond to novel attacks, complementing layers that rely on more deterministic 

techniques.  

  

USER BEHAVIOR ANALYTICS  

User behavior analytics (UBA) is all 

about monitoring patterns of user 

behavior and applying algorithms to 

detect anomalies that could indicate 

potential threats. 

USER AND ENTITY BEHAVIOR ANALYTICS 

User and entity behavior analytics 

(UEBA): “Entity” here means BYOD, 

end-user devices, applications, 

servers, or any entity associated with 

an IP address. 
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Logging and reporting  

What does logging and reporting entail?  

Logging is a fundamental operational component of networking and computing. Logging 

information is generated and sent to central servers for storage, analysis, and audit. 

Working from this pool of operational data, SIEM solutions mine volumes of information 

to create trending data and actionable insights.  

How do SIEM systems work?  

SIEM systems are a significant source of centralized information. They can directly collect 

information from sources throughout the infrastructure or review and aggregate data 

from log collectors. SIEM systems apply security policies, rules, and analytics to identify 

potential or confirmed threats. Important areas of detection include brute force hacking, 

impossible user travel events, excessive information copying, DDoS attacks, and file 

integrity changes. Connectivity to the broader management and alerting ecosystem 

allows the SIEM to automatically generate alerts/tickets and initiate security review 

protocols.  

 

Figure 6: Security information and event management (SIEM) 

Why is SIEM important?  

An ongoing, comprehensive review of environmental events provides a baseline of 

confidence in the overall quality of the corporate security posture and awareness of 

threats to the enterprise. A longer-term historical archive of data aids in post-event 

analysis and informs audit/compliance processes. Centralization of archival controls with 

the full set of data allows for tuning of retention policies to align with corporate standards 

and government regulations.  
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Asset and data classification (third layer)  

What is classification?  

Before actively securing and protecting 

assets, IT must identify what assets the 

business has, where they are located, why 

they are important, and how they should be 

classified. A framework is necessary to 

evaluate the relative rank of each piece and 

provide ongoing guidance for future 

assessments.  

How does classification work?  

The creation of a consistent, meaningful 

system of labels/tags is the first step. Assets 

can be grouped under a variety of layers, 

each of which may require specific 

protections. Physical asset attributes may be related to location, service, or criticality. 

Data labels can indicate the value and sensitivity of general categories or specific records. 

The scope of this system should not limit itself to only current assets or business practices 

but should allow for growth as the business evolves.  

In parallel with the establishment of the system, assets should be identified and grouped 

based on similar characteristics. With assets identified and labels applied, appropriate 

policies can be determined and protection solutions designed.  

Note that the classification process is not a one-time effort; it is ongoing by nature. 

Changes to the environment require constant oversight, while validation of the entire 

system against evolving corporate and legal standards should be performed on a regular 

basis.  

Why is classification necessary?  

Companies acquire, change, and dispose of large volumes of assets. Establishing an 

automated, formal process for tracking and securing these resources is central to 

complying with corporate directives and government mandates. Proper classification 

ensures that each asset is protected not only appropriately but also cost-effective.  

Encryption  

What is encryption?  

While encryption is a familiar concept, understanding the specifics of cloud encryption 

requires additional context. Effective cloud encryption ensures that data can only be 

consumed by authorized parties at each step of its journey. Data may take many forms—a 

file, video stream, or database. Whether the data resides on a single system or moves 

through an extensive service environment, it must always be protected from theft or 

manipulation.  

How is encryption implemented?  

Cloud encryption must address the needs of data at rest, data in motion, and data in use. 

Data at rest can be secured with an encryption key, then decrypted by an authorized 

party with an associated key. Policies associated with key ownership and management 

are an important consideration regardless of the cloud deployment model used; utilizing 

a cloud access security broker (CASB) can assist with this process.  

Proper protection of data in motion requires encryption along its entire path. While each 

link may be expected to be encrypted, traffic routing changes or configuration errors on a 

single link put the entire session at risk. End-to-end encryption can be performed at 

Figure 7: Security data categories 
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different layers (e.g., application, network) using different protocols, but it is the ultimate 

responsibility of IT to ensure that the policy is properly understood and enforced.  

Data in use is a challenging area due to the interdependent reliance on application, 

operating system, and physical system constructs and security. Remain aware of the risk 

for viewing, modification, and deletion of data while it is being processed in memory.  

Why is encryption necessary?  

A significant portion of cloud data’s lifecycle exists outside of the traditional corporate 

perimeter. It may be created by a cloud application, moved across a cloud network, or 

stored in a cloud repository. It may pass back and forth between a cloud provider and the 

client or between multiple cloud providers. Whether at rest or in motion, cloud data is 

never far away from compromise.  

Configuration hardening (fourth layer)  

What is hardening?  

Configuration, system, or application hardening is the process of understanding the state 

of, then securing, the environment. Its purpose is to reduce or eliminate known 

vulnerabilities and minimize the general attack surface. The process will prevent 

unnecessary communication while ensuring best practices are applied on an ongoing 

basis.  

How is hardening performed?  

Common tasks involved with hardening include applying security patches, removing 

unnecessary programs and services, reviewing authentication protocols and user rights, 

and restricting traffic to known-required ports/addresses. Operating systems have 

standardized best practices for hardened deployment; these should be implemented and 

updated to remain current with the latest security risks. Cloud providers are responsible 

for many of the technology components which required hardening; actively monitor and 

regularly review compliance against published standards. Ethical hacking and penetration 

testing should be part of a hardening validation regimen.  

Why is hardening important?  

Common operating system and application vulnerabilities are low-hanging fruit for 

cybercriminals. Unhardened systems present easy targets both for data exfiltration as well 

as lateral movement within the cloud environment. Increasing the time and effort required 

for malicious actors to access corporate resources will encourage them to move to easier 

targets or risk more aggressive strategies which are less likely to evade detection.  

Logical segmentation (fifth layer)  

What is logical segmentation?  

Logical segmentation involves partitioning the cloud environment into distinct zones of 

trust to limit the impact of an intrusion. Distinct from the hardware underlay, logical 

segmentation allows complete control of traffic flows without modifying the physical 

infrastructure. Cloud firewalls and micro-segmentation are common tools used to secure 

and protect cloud-based assets.  
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Figure 8: Logical segmentation 

How is logical segmentation managed?  

Firewalls remain a straightforward, effective solution to preventing traffic between zones 

of trust. Cloud-based firewalls protect cloud platforms in the same manner as traditional 

firewalls on-premises. They also can defend individual workloads with next-generation 

functionality tailored to the requirements of the cloud. A firewall-as-a-service may include 

many services familiar from the on-premises environment: packet filtering, intrusion 

prevention system (IPS)/intrusion detection system (IDS), payload inspection, proxy 

functionality, and Layer 7 analytics.  

Micro-segmentation takes a more fine-grained approach to traffic filtering than a classic 

firewall. As the name implies, the zones of trust created are small in scale. They are 

defined by rules that permit and/or deny communication between specific services, ports, 

and addresses. Best practices promote an organizational structure that allows the 

movement of micro-segmentation rules with workloads. This lets security policy follow a 

workload as it moves within, and potentially, out of an individual cloud provider.  

Why should logical segmentation be implemented?  

Risk mitigation and compliance requirements are the primary drivers of segmentation. In 

environments where a set of applications or data must have enhanced security (e.g., 

HIPAA, PCI), segmentation can limit the work and expense required to adhere to 

regulatory mandates. Segmentation is central to the Zero Trust model’s implementation, 

allowing for tight control over which users have access to which resources. It can also 

provide strict ownership and responsibility boundaries, helping organize management 

and operational tasks around corporate structures.  

Cloud security challenges  
The volume of challenges that security organizations face only increases as their business’ 

cloud footprint grows. Many of these areas are not unique to cloud environments, but 

their scope and impact are greatly enhanced.  

• Visibility: With a significant amount of the technology infrastructure out of sight, 

IT cannot let what happens there be out of mind. Cloud provider monitoring 

solutions rarely provide the deep insights and complex customizability that on-

premises operators expect. Lack of direct visibility should not directly correlate 

to a lack of confidence, so it is essential to understand what is happening behind 

the scenes. Fundamental requisite knowledge includes who has access to 
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services, what actions they can perform, what actions have been taken, and 

what the results were. IT needs to understand how data is accessed, where it is 

moved, and how it is secured. The same concepts that apply on premises must 

be observed in the cloud while considering the distributed, highly mobile nature 

of the environment.  

• Compliance: One of the most common blockers raised to cloud adoption is 

compliance. Whether only a perceived concern, strict corporate mandate, or 

governmental regulation, adherence to compliance requirements can be a 

complex task. Data security is at the heart of compliance directives—ensuring 

sensitive information is only accessible and accessed by appropriate parties. 

Cloud providers have developed services that are certified to align with these 

standards, lowering barriers to adoption (e.g., GDPR-certified cloud 

compliance). While these services offer new options, ensuring compliance 

remains the ultimate responsibility of IT security.  

• Insider threats: The definition of an insider expands as service providers and 

business partners contribute and operate inside of the trust zone. According to 

NIST, almost 70% of modern attacks can be classified as insider threats. Threats 

are not only overt attacks that security solutions work to prevent; they can also 

be unintentional breaches or accidental configuration errors. Properly securing 

data through encryption reduces the risk if a business partner’s database is 

breached. Tightly limited user access controls limit the damage a compromised 

user account can achieve. The business relationship with a service provider is all 

about trust and accountability; they ultimately have direct control over all 

processes and data. Understand the rules they have in place and design security 

policies accordingly.  

• Liability: Legal, contractual relationships must be in place with any cloud 

partnership. These define the expectations for performance standards and 

penalties when they are not met. They should also address what will happen in 

the event of data loss or theft. While service level contracts may define 

compensation to a business, they cannot fully account for the liability to those 

whose data was affected or the impact on a company’s reputation. Understand 

the potential risk to the overall business beyond simply the relationship to the 

provider. Recent cyberattacks have demonstrated that the most lasting impact of 

such incidents falls on the victim of the breach, not the service provider; plan 

accordingly from the perspectives of business continuity, insurance, and 

marketing.  

The multi-cloud journey  

What is multi-cloud?  
As enterprises adopt and expand cloud strategies, the risk of reliance on a single vendor 

or concentration of resources with a single point of failure becomes significant. Adopting 

a multi-cloud strategy involves spreading cloud resources and operations across services 

from multiple public cloud vendors (e.g., AWS, Azure, GCP).  

How should an enterprise adopt multi-cloud?  
While offering significant benefits, a multi-cloud strategy comes with additional risks if not 

properly designed and implemented. Operational complexity is significantly increased as 

the organization’s attack surface broadens. Expertise is required across multiple 

providers to ensure a common security policy is implemented consistently and 

adequately. Many providers have distinct authentication methods and mechanisms for 

securing their own systems, solutions which rarely integrate cleanly. Differing providers’ 

MULTI-CLOUD CHALLENGES 

Despite the many benefits of taking a 

multi-cloud approach, challenges do 

remain.  

Complexity was cited as the biggest 

challenge by even more survey 

respondents (74%) this year than last 

year. Security followed at 60%, then 

managing costs and migrating apps 

tied at 40%.  

Last year, migrating apps and security 

were a challenge for 48% of 

respondents, while managing costs 

was an issue for 43%. 

Source: 

https://www.zdnet.com/article/research-

multicloud-deployment-increases-among- 

enterprises/  

https://www.zdnet.com/article/research-multicloud-deployment-increases-among-%20enterprises/
https://www.zdnet.com/article/research-multicloud-deployment-increases-among-%20enterprises/
https://www.zdnet.com/article/research-multicloud-deployment-increases-among-%20enterprises/
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means of securing their 

environments can be mutually 

incompatible or even incompatible 

with the software that an 

organization uses internally to 

manage this issue.  

Why is multi-cloud 
important? 
Operating a multi-cloud environment 

offers flexibility in workload 

placement and service functionality. 

Workloads can be deployed in the 

most optimal location based on cost, 

latency, performance, or other 

factors. When business criteria or 

technical details change, they can be 

reprovisioned to take advantage of 

the new numbers. Workloads 

designed for portability are less likely 

to be based on proprietary protocols 

and capabilities, reducing the need 

to rewrite/refactor as offerings change. 

Multi-cloud models also reduce the 

overall corporate failure domain by spreading resources across multiple providers and 

geographies. Proper design of availability and redundancy policies can ensure business 

continuity even in the event of severe provider issues.  

Cloud security governance  

What is cloud security governance?  
Certification and governance of cloud security involve alignment of security practices with 

business mandates. It brings together executive direction, financial standards, operational 

policies, and corporate culture to deliver on the enterprise goals. Effective governance 

should establish the scope and degree of risk, quantify the impact of potential incursions, 

validate the performance of security efforts, and reinforce the importance of security 

policy throughout the business.  

How is governance crafted?  
Governance is adherence to a set of policies rather than the implementation of a specific 

set of technologies. It is built from clearly defined corporate directives that incorporate 

operational culture, business requirements, and customer expectations. Governance 

must consider external legal mandates and applicable security standards. Participation is 

required across the entire business to properly understand the impact and ensure proper 

implementation.  

Why do businesses need governance?  
Organizations may lack direction or structure to move into cloud environments properly. 

Without clear corporate direction, efforts will be fragmented, met with resistance, or fail 

to account for the best interests of the business. Cloud adoption need not be performed 

on a grand scale or mandated for every application, but it should be approached with a 

commonly understood set of requirements, restrictions, and policies.  

Figure 9: Cloud-delivered as-a-service 
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Cloud-delivered security services  
In addition to cloud-based services that protect cloud systems, providers also offer cloud-

based security solutions for on-premises infrastructure. This model is commonly referred 

to as cloud-delivered security or security-as-a-service. Cloud security services case 

provide protection for both on-premises and cloud infrastructure, applications, data, and 

users throughout an enterprise. Many of the same technologies available on-premises 

can be consumed from the cloud as-a-service, including secure web gateway (SWG), 

CASB, data leak prevention (DLP), and sandboxing.  

Cloud security summary  
This paper shared a framework for cloud security, examining common elements and 

differing requirements from on-premises models. With the increasing acceptance of 

public, multi, and hybrid cloud solutions in the marketplace, an awareness of cloud trends 

and challenges is essential to establishing and growing an effective cloud security 

practice. In addition to areas already touched on—such as CASB, encryption, and 

penetration testing— solutions that unify many components to offer a more refined, fully 

functional service offering are growing in prominence. These include richer IAM solutions 

that provide greater organizational visibility and SASE offerings that unify security, 

connectivity, and performance.  

Figure 10 depicts several components that come together to deliver effective cloud 

security. In this example, an end-user accessing a SaaS application is authenticated and 

authorized with the least privileges access control using technologies like SSO or ZTNA. 

Once the user is authenticated and authorized, all the activities are continuously 

monitored in real-time through the threat detection and prevention layer using elements 

including UEBA and SIEM for security alerts. At the same time, data and application 

protection is provided by encryption, data classification, and cloud-delivered services like 

CASB. 

 

Figure 10: Cloud security: Putting it all together 
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